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Vision / Goals

Key
Business
Requirements

Consequential
Pains

Tactical
Pains

Create a state-wide identity management strategy that promotes operational efficiencies and enhances security and accountability

] Drive consistent standard levels of security and identity management practices across MT \

Promote Green practices

"One stop shopping" for provisioning, modifying, removing and auditing access

Utilize technology and improved processes to gain cost efficiencies
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Promote usability of technology while maintaining proper levels of security

Promote government transparency with citizen self-service capabilities
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Ensure accountability with comprehensive and robust audit capabilities

Share information internally and externally with appropriate access and audit controls

Maintain security of sensitive citizen, employee and business information

Be more proactive and less reactive

Ensure scalable, flexible, agile and open technology and systems
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Comply with privacy and internal control laws and policies

On-boarding

Potential for

No automated
account
management
workflow

Most positions
do not have roles
or access rights
pre-defined

Limited role
based access
management

Q_;

Up to 2 weeks
for de-provision
notifications to
arrive

Expected
increased
amount of citizen
online access

De-Provisioning

No self-service

No consistent

is manual supervisor _ wa)_l of _
process that can accoun't reqluest / interacting with
take 5-8 hours provisioning ITSD for access
system requests

Few systems
have consistent
or proactive
access / activity
auditin

AUP is outdated
and not retained
for auditing and

Lack of
knowledge or
enforcement of
auditing/privacy
legal / policies

attestation 0

No centralized
physical asset
inventory
management

Limited proactive
on consistent
intrusion /
misuse detectiol
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Users writing
down passwords
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Federal
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self-reset

1 - High Business Impact
2 - Medium Business Impact
3 - Low Business Impact

User Life Cycle Management

(Provisioning / De-provisioning)

Access / Asset / Audit Management

Authentication




